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5 tips to keep kids safe on WhatsApp
Review privacy settings WhatsApp has a range of privacy and Most social mediq apps
security settings to keep users safe. Customise groups, app e @ GG age raTing

access, live location and more.
of 13.

Customise contacts Show your child how to report and block

unwanted contacts. Then, work with them to add their friends .
and family. Review and talk about their contacts regularly. If a social network has set

Talk about personal information Make sure your child under- an Gge IlmIT IT means ThQT
stands what personal information is. Talk about the importance some Of The content mﬂy

Show them where to get support If scomething goes wrong or not be SUITGbIC fOI“ a

they see something worrying on WhatsApp, make sure they younger child.
know to come to you, and talk about other sources of support.

of keeping that information private on WhatsApp.

Check in regularly Once you've done all of the above, check in
with them regularly to review settings and how they use
WhatsApp.
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Social
media tips

Social networks are a great place for young people to stay in touch with friends and
demonstrate their creativity. As a parent, there are simple things you can do to ensure

your children’s experience is both safe and fun.

& 36 real iends

1. Are they sharing
inappropriate selfies?

Discuss the reasons why they feel the need
to share such images and the potential long
term impact this could have on themiif the
pictures are used without their consent

3. Are they sharing their
location through apps?

Make sure geo-location is disabled to keep
their whereabouts private Explain whyit's
important that they never share personal
information with people they don't know
online

5. Are they chatting to
strangers online?

Make sure your child understands that
people may hide behind fake profiles for
dishonest reasons and the person they've
been chatting to could easily be someone
with bad intentions

7. Do they have hundreds of
followers?

Explain that some people may not be who
they say they are and tell your child how
privacy settings can put them in control of
who they talk to

9. Are they at risk of being
cyberbullied?

Stay calm, listen without judging and reassure
your child that you can help. Discuss any action
you may take together. Encourage themnot to
retaliate and to save any evidence

11. Have they been affected
by content shared online?

Encourage them to think about why friends
may share certain posts. Show them how
to gently challenge their friends if they

find their content offensive. Remind them
they can always talk to you about things
happening online
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2. Do you feel they're spending
too much time on social?

Talk together so they understand your
concerns. Agree house rules on when and
how long they can go online and which sites
they should visit

4. Have they posted too much
personal information?

Talk to them about who they've shared the
information with and assess therisk it poses
to your child. You can also ask your child to
remove the information from their account
and help them understand how to share safely

6. Are they gaming with
strangers online?

Playing games can be fun and positive but
ensure your child understands people may
hide behind fake profiles for dishonest
reasons and learn how to block and report
anything offensive

8. Have they shared
embarrassing images?

Remind your child that these images are their
personal digital footprint for years to come and
advise them to use settings that only let them
share with friends they know Ifthey're not
comfortable wearing it on their T-shirt, they
shouldn't putit online

10. Do they know what they
share online can hurt others?

Talk together about peer pressure and how
screens and anonymity can lead to behaviour
thatis hurtful. Remind them there's afine line
between sharing content because it's funny
or might get lots of 'likes' versus the potential
to cause offence or hurt

12. Are they ready to share

on social?

Most social media apps have a minimum age
rating of 13 If a social network has set an age
limit it means that some of the content may
not be suitable for a younger child
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10 tips to get in control
with your child’s screen time
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Helpful Hints and Tips

Check that your internet service provider provides parental controls so you can add a layer of
security for your children and filter out inappropriate content. The website links below also
contain advice about this. If your child has a mobile phone check the settings on this too

Talk to your child about online safety and take an interest in their activity. Especially encourage
them to talk to you about anything which is worrying them online

Keep online passwords safe and secure and change them often. Don’t let any of your networks
be open or discoverable

Agree ground rules for safe use of the internet at home. For example, limit the amount of time
children can spend online in any one go and restrict access at bedtime

Be App aware. Many devices require downloading an app. You should check the privacy
settings and permissions of any apps you download, as well as the product itself.

Be device aware. Make sure your security settings include all internet enabled devices including

smart TV’s and game consoles

Helpful Websites and links

https://parentsafe.lgfl.net/

https://www.nspcc.org.uk/keeping-children-safe/online-safety/

This is a useful website regarding social media, age restrictions and children’'s
maturity levels.

https://www.thinkuknow.co.uk/parents/articles/is-my-child-ready-for-social-
media/#:~:text=Most%200f%20the%20popular%20social,because%200f%20data%
20protection%20laws.

Help, advice and resources for parents and carers

Get Safe online

Child net

CEOP
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https://parentsafe.lgfl.net/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/
https://www.thinkuknow.co.uk/parents/articles/is-my-child-ready-for-social-media/#:~:text=Most%20of%20the%20popular%20social,because%20of%20data%20protection%20laws.
https://www.thinkuknow.co.uk/parents/articles/is-my-child-ready-for-social-media/#:~:text=Most%20of%20the%20popular%20social,because%20of%20data%20protection%20laws.
https://www.thinkuknow.co.uk/parents/articles/is-my-child-ready-for-social-media/#:~:text=Most%20of%20the%20popular%20social,because%20of%20data%20protection%20laws.
https://www.getsafeonline.org/personal/article-category/safeguarding-children/
https://www.childnet.com/parents-and-carers/
https://www.thinkuknow.co.uk/parents/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/
https://www.thinkuknow.co.uk/11_18/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/talking-child-online-safety/

